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De heer P.G. Maclaine Pont

Lynbaen 9 Gaarne zien wij een ontvangstbevestiging

8563 AZ WIJCKEL (F) van deze fax per kerende fax tegemoet.

*** FAXBERICHT ***
No.: 0514-605945 .
Dit faxbericht omvat 19 pagina's

plaats datum ons kenmerk uw kenmerk
Rijswijk 4 oktober 2006 217924/L85d
onderwerp

Europese octrooiaanvrage no. 04748722 .8-2211
“SYSTEM AND METHOD FOR ELECTRONIC VOTING”

\

Geachte heer Maclaine Pont,

Met betrekking tot bovengenoemde Europese octrooiaanvrage hebben wij een
missive ontvangen van het Europees Octrooibureau; een afschrift van deze
missive is bijgesloten.

In dit verband wordt opgemerkt dat deze missive, qua inhoud en strekking in
hoofdzaak overeenkomt met het resultaat van het eerder door het Europees
Octrooibureau als International Searching Authority uitgevoerde beoordeling, die
als “written opinion” was toegevoegd aan het internationale nieuwheidsrapport
voor de overeenkomstige internationale octrooiaanvrage WO 2005/004023 A1,
die de basis vormt voor de huidge Europese octrooiaanvrage,; kopieé&n van de in
de missive aangehaalde actrooipublikaties zijn bijgesioten.

Hierbij wordt onder de aandacht gebracht dat wij de betreffende “written opinion”
in de Internationale octrooiaanvrage hebben toegelicht en met ons commentaar
hebben voorgelegd in onze brief van 18 februari 2005; een afschrift van deze
brief is bijgesloten.

Naar aanleiding van de missive inzake bovengenoemde Europese
octrooiaanvrage adviseren wij de octrooiaanvrage voort te zetten met gewijzigde
claims; een voorstel voor gewijzigde claims is bijgesloten.
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Met betrekking tot de voorgestelde claims verwijzen wij naar het deel van het
concept voor hetin te dienen antwoord op de missive, waarin de wijzigingen in de
claims zijn aangeduid en, voor-zover vah-.beia-hg}»-,toegelich»t; een afschrift van het
betreffende deel van het concept-antwoord s .bijgﬁé's‘!oten.

Een reactie met betrekking tot bovengenoemd voorstel zullen wij graag
ontvangen véor 11 October 2006,

Indien er nog vragen zijn, dan zullen wi} die graag beantwoarden.

Vriendelijke groet,

Bijlagen ~ Afschrift missive
- Afschrift brief d.d. 18 februari 2005
Voorste! voor gewijzigde claims
Deet concept-antwoord
EP 1291826
Ww002/42974




Deel concept-antwaoord
Claim amendments

Claim 1 has been drafted in the two-part form, starting from the paper by H.
Rabers, titled “Electronic elections employing DES smartcards”, December 1998,
IBM Student Chipcard Innovation Team, as the most pertinent prior art of record.

Present amended claim 1 comprises the subject matter of former claim 1 as
originally filed,

Present claim 1 has been amended by indicating in the pre-characterizing part
that the means for generating a reference election record for each individual
voter comprising all potential virtuat ballot forms far the individual voter, includes
means for calculating a unique reference voter identity code for the individual
voter from a unique code) for the election and the unique personal key of the
voter, and means for calculating a unique reference subject identity code for
each subject on the list of subjects to be elected by the voter from the unique
subject codes and unique personal key of the voter, wherein the calculated
unique reference voter identity code and the calculated unigue reference subject
identity codes form part of the potential virtuai batlot forms of the reference
election record of said voter.

In addition, it is indicated in the pre-characterizing part that the tool loaded in the
polling equipment of the individual voter comprises means for calculating the
unique voter identity code of the voter from the unique code for the election and
the unique personal key communicated to the voter, means for calculating the
unique subject identity code of the subject elected by the voter from the unique
subject code of the subject elected by the voter and the unique personal key of
the voter, and means far generating the virtuat ballot form comprising the
calculated unique voter identity code and the calculated unique subject identity
code of the subject selected by the voter by using the poliing equipment.

These amendments are based on the passage at page 24, line 12 - page 25, line
_16 and the passage at page 27, lines 16 - 23 of the description as originally filed.

Further, it is indicated in the characterizing part, that the electronic voting system
comprises means for validating votes from the virtual ballot forms having been
received and collected before the closing of the election and having been verified
for their presence in reference election records of the voters, wherein
thevalidating means are arranged for validating votes from the collected and
verified virtual ballot forms after the closing of the election in such way that if a
set of two or more virtual ballot forms associated with an identical unique voter



identity code is collected, one virtual ballot form of the set is validated as one
valid vote of the voter and the remaining virtual ballot forms of the set are marked
as duplicate, provided the virtual ballot forms of the set are identical as to the
subject elected by the voter, otherwise all virtual ballot forms of the set are
marked invalid.

This amendmeht is based on the passage at page 30, line 10 - page 32, line 6 of
the description as originally filed. :

Present amended claim 2 comprises the subject matter of former claim 2 as
originally filed.

Present claim 2 has been amended, such to present claim 2 as a dependent
claim of present amended claim 1. Further, present claim 2 has been amended in
the same sense as present amended claim 1.

Present amended independent ctaim 22 comprises the subject matter of former
independent claim 22 as originally filed. Present independent claim 22 has been
amended in the same sense as present amended claim 1,

Present amended claim 23 comprises the subject matter of former claim 23 as
originaily fited. Present claim 23 has been amended, such to present claim 23 as
a dependent claim of present amended independent claim 22. Further, present
claim 23 has been amended in the same sense as present amended claims 1
and 22,

it is poted that the features of the claims 1 - 42 have been provided with '
reference signs placed between parentheses to increase the intelligibility of the
claims; the reference signs include the numbers in the figure and the
values/codes/keys used throughout the description of the embodiment in the
passage of page 24, line 4 - page 34, line 7 of the patent application as originalty
filed.



10

15

20

25

30

1 217924/LS/id

PROPOSAL FOR CLAIMS

1. Electronic voting system (1) for collecting and counting votes from
individual voters using electronic polling equipment (20) in an election comprising a
list (7) of subjects to be elected, from which list (7) one subject is to be elected by an
individual voter {Vn), said votes be'.ing forwarded by means of a data network (2),
said voting system (1) comprising:

- means (3) for generating a unique personal key (Kp) for each
individual voter (Vn) entitled to said election, which unique personal key (Kp) is to be
communicated to said individual voter (Vn); |

' - means (6) for generating a unique subject code for each subject
(Cm) on said list (7} of subjects to be elected in said election;

- means (8) for generating a reference election record (RnPotVote)
for each\individual voter (Vn) comprising all p\)otential virtual banbt forms (27) for said
individual voter (Vn), including means (9) for calculating a unique reference voter
identity code (RnPiD) for said individual voter (Vn} from a unique code (EHD) for
said election and the unique personal key (Kp) of said voter (Vn), and means (10)
for calculating a unique reference subject identity cade (RnCm) for each subject on
said list (7) of subjects to be elected by said voter (Vn) from said unique subject
codes (Cm) and said unique personal key (Kp) of said voter (Vn), wherein said
calculated unique reference voter identity code (RnPID) and said calculated unique
reference subject identity codes (RnCm) form part of the potential virtual ballot
forms (27) of the reference election record (RnPotVote) of said voter (Vn).;

- means (12) for storing said reference election records
(RnPotVote) for said individual voters (Vn); ' ,

- means (23) for loading a tool (21) in said polling equipment (20) of
said individual voter (Vn), wherein said tool (21) comprises means (24) for
calculating the unique voter identity code (VnPID) of said voter from said unique
code (EHD) for said election and the unique personal key (Kp) communicated to said
voter (Vn), means (25) for calculating the unique subject identity code (VnCm) of the
subject elected by said voter (Vn) from the unique subject code (Cm) of said subject

elected by said voter (Vn) and said unique personal key (Kp) of said voter (Vn), and



10

15

25

2 217924/L8/id

means for generati‘ng the virtual ballot form (27) comprising said calculated unique
voter idenmy code (VnP!D) and sald calculated umque subject rdentzty code (\/nCm)
of sard subject se!ected by said voter by usmg said pollmg equipment (20)
_ - means (23) for forwardmg said vrrtual ballot form (27) by said

polhng equrpment (20) over satd data network (2);

- means (13 14) for receiving and co!lectmg sald virtual ballot form
(27) forwarded by said pothng equipment (20});

- means {15) for verifying each collected virtual ballot form (27) with
respect to its presence in said reference election records of said voters;

- means (17) for counting votes, and

- means for establishing an election result,
characterized by means (16) for validating votes from said virtual ballot forms (27)
having been received and collected before the closing of the election and having
been verified for their presence in said reference election records (RnPotVote) of
said voters (Vn), wherein said validating means (16) are arranged for validating
votes from said collected and vertfsed virtual ballot forms (27) after the closing of the
election in such way that if a set of two or more virtual ballot forms (27) associated
with an identical unique voter identity code (VnPID} is coliected, one virtual ballot
form (27) of said set is validated as one valid vote of said voter (Vn) and the
remammg vrrtual ballot forms (27) of said set are marked: as duplicate, provided said
vrrtual banot forms (27} of said set are identical as to the subject elected by said
voter, otherwsse all virtual ballot forms (27) of said set are marked invalid.
2. An electronic vbotingvsystem (1) according to claim, said system
being arranged for collecting and countfng votes from individual voters (Vn) using
eléctronic polling equiprnent (20) in an election comprising a list (7) of subjects to be
elected, in which election an individual voter is to elect a combination of subjects
from the subjects on the list (7) of subjects to be elected, said votes being forwarded
by means of a data network, said system comprising: |

- means (3) for generating a unique personal key (Kp) for each
individual voter (Vn) entitled to said election, which unique personal key (Kp) is to be
communicated to said individuai voter (Vn);

- means for generating a unique reference subject combination
code for each combination of subjects to be elected from the subjects on said list (7)
of subjects to be elected in said election;
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- means (8) for generating a reference ejection record (RnPotVote)
for each individual voter (Vn) cemprising all potential virtual ballot forms (27) for said
individual voter (Vn), including means (9) for calculating a unique reference voter
identity code (RnPID) for said individual voter (Vn) from a unique code (ElID) for
said election and the unique personal key (Kp) of said voter (Vn)}, and means for
calculating a unique reference subject combination identity code for each
combination of subjects on said list (7) of subjects to be elected by said voter (Vn) in
said election from the unique subjéct combination codes for said combinations of
subjects and said unique personal key (Kp) of said voter (Vn), and wherein said
calculated unique reference voter identity code (RnPID) and said calculated unique
reference subject combination codes form part of the potential virtual ballot forms
(27) of said reference election record (RnPotVote) for said individual voter (Vn)

- means (12) for storing said reference election records
(RnPotVote) for said individual voters (Vn);

i - means (23) for loading a tool (21) in said polling equipment (20) of
said individual voter (Vn) wherein said tool (21) compriées means (24) for
calculating a unique voter identity code (VnPID) for said voter (Vn) from said unique
code (END) for said election and the unique personal k'ey (Kp) of said voter (Vn),
means for calculating the unique subject combination identity code for the
combination of subjects elected by said voter (Vn) from the unique subject
combination code for said combination of subjects elected from the subjects on the
list (7) of subjects to be elected by said voter (Vn} and the unique personal key (Kp)
of said voter (Vn), and means for generating the virtual ballot form (27) comprising
said calculated unique voter identity code (VnPID) and said calcutated unique
subject combination identity code by using said polling equipment (20);

- means (23) for forwarding said virtua! ballot form (27) by said
polling equipment (20) over said data network (2);

‘ - means (13; 14) for receiving and collecting said virtual ballot form
(27) forwarded by said polling equipment (20);

- means (15) for verifying each collected virtual ballot form (27) with
respect to its presence in said reference election records (RnPotVote) of said voters
(Vn);

- means (17) for counting vates;

- means for establishing an election result, and
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- means (16) for validating votes from said virtual ballot forms (27)
having been received and collected before the closing of the élection and having
been.verifiéd for their preseﬁce in thé in séid reférence etecbtion recordé {(RnPotVote)
of said voters (Vn), wherein said validating means (15) are arranged for validating
votes. from ééid collected and verified virtual baliot forms (>2..7) after the closing of the
elecﬁon in such way that if a set of two or more virtuét ballot fofms (27) associated
with an identical unigue voter identity code (VnPID) is‘ collected, one virtual ballot
form (27) of said set is validated as oné vote of said voter (Vn) and thie remaining
virtual ballot forms (27) of said set are marked as duplicate, provided said virtuat
ballot forms (27) of said set are identical as to said one combination of subjects
elected by said voter (Vn), otherwise all virtual ballot forms (27) of said set are
marked invalid. '

3. Electronic voting system (1) according to claim 1 or 2, wherein said
validating means (16) form part of said means (15) for verifying said collected \)irtual
ballot forms (27). ,

4. ' Electronic voting system (1) 'according to claim 1 or 2, wherein said
validating means (16) form part of said means (17) for couhting said votes.

5. Electronic vdting system (1) according tc;ény of the previous claims,
further comprising confirmation means (18) for generating a receipt (VotRecCon)
indicating that a virtual ballot form (27) has béen received from said polling
equipment (20) of said voter (Vn) and means for delivering said receipt (Vot
RecCon) comprising a unique receipt confirmation value (VotRecConCnt) in
readable form at said polling equipment (20) of said voter (Vn).

6. Electronic voting system (1) according to any of the previous claims,
further comprising means for publishing the list (34) of voters (Vn) entitled to said
election, the list (7) of subjects to be elected in said election and said reference
election records (RnPotVote) for said individual voters (Vn),  enabling public
inspection before the date of said election, and entry means for each individual voter
(Vn) using said unique. personal key (Kp) for inspection of the reference election
record (RnPotVte) for said individual voter (Vn).

7. Electronic voting system (1) according to any of the previous claims,
further comprising means for publishing the election—resulf comprising the record of
the valid votes as awarded for said collected virtual ballot forms (27) after been

submitted for verification and validation, enabling public inspection, and entry means
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for each individual voter (Vn) using said unique personal key (Kp) for inspection of
the account of said virtual ballet form (27) forwarded by .said polling equipment (20)
of said individual voter (Vn).

8. Electronic voting system (1) according to any of the previous claims,
further comprising means for generating and storing a reference service identity
code (ReSPID) for each individual voter (Vn) entitled to said election, which
referenée service identity code (ReSPID) is calculated from a fixed part of said
unique personal key (Kp) of said \}oter (Vn) and information related to said election
and means for keeping a status record of said voter (Vn) at said means (13; 14) for
receiving and collecting said virtual ballot forms (27), wherein said status record is
associated with said reference service identity code (ReSPID) of said voter (Vn).

9. Electronic voting system (1) according to claim 8, wherein said tool
(21) to be loaded in said polling equipment (20) of said voter (Vn) is arranged for
calculating said reference service identity code (ReSPID) from said fixed part of
said unique personal key (Kp) of said voter (Vn) and said infor\mation\ related to said
etectioﬁ and for forwarding said reference service identity code (ReSPID) to said
means (13; 14) for receiving and collecting said virtual ballot forms (27).

10. Electronic voting system (1) according to any of the previous claims,
further comprising communication means for communicating said unique personal
key (Kp) to each individual voter (Vn) entitled to said election, said communication
means comprises at least one of a group including means for electronically storing
said unique personal key (Kp) in a chip card of said voter (Vn), data communication
means for communicating said unique personal key (Kp) to said voter (Vn) by a data
network such as the Internet or a fixed and/or mobile data communication network
including a Short Message Service, and means for providing said unique personal
key (Kp) n a human and/or machine readable form on a hard copy, such as a text
message on paper, for communicating by mail to said voter (Vn).

11. Electronic voting system (1) according to claim 10, wherein said
polling equipment (20} is arranged for operatively connecting same to data input
means (29) comprising at least one of a group including a chip card reader, a
keyboard, a mouse, a screen, a bar code reader and voice conversion means.

12. Electronic voting system (1) according to any of the previous claims,
wherein said means (13; 14) for receiving and collecting virtual ballot forms (27) are

arranged for receiving and collecting virtual ballot forms (27) other than forwarded
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by said polling equipment (20) of a voter (Vn), such as physical ballot forms received
by mail and converted into virtual ballot forms (27) by automatic ballot form reading
and conversion means. o | |

13. Electronic voting system (1) according to claim 12, wherein said
means (15; 16) for verification and validating are arranged in such way that if a set
of two or more virtual;ballot,forms associated with an identical unique voter identity
code (VnPID) is collected and said virtual ballot forms (27) are collected from means
of different kinds that have beén appointed differing values of priority only the virtual =
ballot forms (27) collected from the means of the kind with the higher value of
priority are submitted for verification and validation.

14, Electronic voting system (1) according to claim 13 wherein said
means (15; 18) for verification and validation are arranged in such way that the
means in which physical ballot forms received by mail are converted into virtual
ballot forms (27) are appointed the lower value of priority.

15. Electronic voting system (1} according to any of the previous claims
dependent on claim 1, wherein said means (10) for generating a unigue reference
subject identity code (RnCm) for each subject to be ele;:ted in said election, said
means (9) for generating a unique reference voter identity code (RnPID) and said
means (8) for generating a reference election record (RnPotVote) for each individual
voter (Vn) entitled to said election comprise cryptographic generator and calculator
means.

16. Electronic voting system (1) according to any of the previous claims
dependent on claim 2, wherein said means for generating a unique reference
subject combination identity code for each combination of subjects to be elected in
said election, said means (9) for generating a unique reference voter identity code

‘and said means (8) for generating a reference election record (RnPotVote) for each

individual voter (Vn) entitled {o said election comprise cryplographic generator and
calculator means. 7

17. Electronic voting system (1) according to claim 15 or 16 wherein
said cryptographic generator and calculator means are arranged for symmetric
encryption.

18. Electronic voting system (1) according to any of the previous claims,
wherein said means for presenting said list (7) of subjects from which one subject or

one combination of subjects is to be elected by said voter (Vn) at said polling
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equipment (20), said means (23) for loading said ool (21) in said polling equipment
(20) of a voter (Vn), said means (13; 14) for receiving ahd collecting said virtual
ballot form (27) forwarded by said polling equipment (20} and said confirmation
means are supported by computer equipment comprising at least one computer
server.

19. Electronic voting system (1) according to any of the previous claims,

_ wherein the or each of said means (23) for loading said tool (21} in said polling

equipment (20) of a voter(Vn), said means (13; 14) for receiving and collecting said
virtual ballot form (27) forwarded by said polling equipment (20), said confirmation
means (18) and said polling equipment (20) are arranged for providing secure data
transmission over said data network.

20. Electronic voting system (1) according to any of the previous claims,
wherein said means (3) for generating a unique personal key (Kp) for each individual
voter (Vn), said means (9) for generating said unique reference voter identity code
(RnPID) for each individual voter (Vn), means (10) for ggnerating said unique
referehce identity code for each subject or combination of subjects to be elected in
said election, said means (8) for generating said reference election record
(RnPotVote) for each individual voter (Vn) entitled to said election, said means (15)
for verifying the collected virtual ballot form (27) of said individual voter (Vn) with
respect to its presence in said reference election record (RnPotVote) of said voter
(Vn), said means (17) for counting votes of said voters (Vn), said means (16) for
validating votes from said collected virtual ballot forms (27) and said means for
establishing an election-result based on said counted votes are supported by
computer equipment arranged to be operated under the supervision of an election
authority.

21. Electronic voting system (1) according to any of the previous claims,
wherein said polling equipment (20) comprises at least one of a group including a
personal computer and fixed and mobile data communication equipment arranged
for providing access to said data network.

22, ’ Method for electronic voting, wherein votes from individual voters
(Vn) using electronic polling equipment (20) are collected and counted in an election
comprising a list (7) of subjects to be elected, from which list (7) one subject is to be
elected by an individual voter (Vn), said votes being forwarded by means of a data
network (2), said method comprising the steps of;
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- generating a unique personal key (Kp) for each individual voter
(Vn) entitled to said election;

- communicating said unique personal keys (Kp) to said individual
voters (Vn);

~ generating a unique subject code (Cm) for each subject on said
list (7) of subjects to b‘e elected in said election;

‘ - generating a reference election record (RnPotVote) for each
individual voter (Vn) comprising all potential virtual ballot forms (27) for said
individual voter (Vn), wherein a unigue reference voter identity code (RnPID) is
calculated for said individual voter (Vn) from a unique code (EHD) for said election
and the unique personal key (Kp) of said voter (Vn), a unique reference subject
identity code (RnCm) for each subject on said list (7) of subjects to be elected by
said voter (Vn) in said election is calculated from said unique subject codes (Cm)
and said unique personal key (Kp) of said voter (Vn), said calculated unique
reference voter identity code (RnPID) and said calculated unique reference subject
identity codes (RnCm) forming part of the virtual ballot forms (27) in said reference
election record (RnPotVote) for said individual voter (Vn); l

- storing said reference election records (RnPotVote) for said
individual voters {(Vn); .

- loading a tool (21) in said polling equipment (20) of a voter (Vn);

- electing one subject from said list (7) at said polling equipment
(20) of said individual voter (Vn), by inputting said unique personal key (Kp)
communicated to said voter (Vn) and said unique subject code (Cm) for said one
elected subject into said polling equipment (20);

- generating a virtual ballot form (27) by using said tool (21) loaded
into said polling equipment (20) of said voter (Vn), wherein a unique voter identity
code (VnPID) is calculated from said unique code (EIID) of said election and said
unique personal key (Kp) of said voter (Vn), wherein a unique subject identity code
(VnCm) is calculated from said unique subject code (Cm) for said one subject
elected by said voter (Vn) from said unique subject code (Cm) of said one subject
elected and said unique personal key (Kp) of said voter (Vn) and wherein said
calculated unique voter identity code (VnPID) and said calculated unique subject
identity code (VnCm) of the subject elected by said voter (Vn) form part of said
virtual ballot form\(27);
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- forwarding said virtual baliot (27) over said data network (2);

- receiving and: collecting said virtual ballot form (27) forwarded by
said polling equipment (20);

- verifying each collected virtual ballot form (27) with respect to its
presence in said reference election records (RnPotVote) of said voters (Vn);

- counting votes, and

- establishing an election-result based on said counted votes,

charactenzed by a step for vahdatmg votes from said virtual ballot forms (27) having
been received and collected before the closing of the election, wherein said votes
are validated from said collected virtual ballot forms (27) after the closing of the
election in such way that, if a set of two or more virtual ballot forms (27) associated
with an identical unique voter identity code (VnPID) is collected, one virtual baliot
form (27) of said set is validated as one single valid vote of said voter (Vn) and the
remaining virtual ballot forms (27) of said set are marked as duplicate, provided that
said virtual ballot forms (27) of said set are identical as to said one subject elected
by said voter (Vn), otherwise said virtual ballot forms (27) of said set are marked
invalid.
23. Method for electronic voting, according to claim 22, wherein votes
from individual voters (Vn) using electronic polling equipment (20) are collected and
counted in an election comprising a list (7) of subjects to be elected, in which
election an individual voter (Vn) is to elect a combination of subjects from the
subjects on the list (7) of subjects to be elected, said votes being forwarded by
means of a data network (2), said method comprises the steps of:

- generating a unique personal key (Kp) for each individual voter
(Vn) entitled to said election;

- communicating said unique personal key (Kp) to each individual
voter (Vn); ‘

- generating a unique subject combination code for each
combination of subjects on said list (7) of subjects to be elected in said election;

- generating a reference election record (RnPotVote) for each
individual voter (Vn) comprising all potential virtual ballot forms (27) for said
individual voter (Vn), wherein a unique voter identity code (RnPID) is calculated from
a unique code (EIID) for said election and said unique personal key (Kp) of said

voter (Vn), a unique subject combination identity code for each combination of
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subjects on said list (7) of subjects to be elected by said voter (Vn) in said election is
calculated from said unique subject combination code and said unique personal key
(Kp) of said voter {(Vn), said calculated referénce voter identity code (RnPID) and
said calculated reference subject combination identity codes forming part of said
virtual ballot forms (27) in said reference election record (RnPotVote) for said
individual voter (Vn);

- storing said reference election records (RnPotVote) for said

“individual voters (Vn),

- loading a tool (21) in said polling equipment (20) of a voter (Vn),

- glecting one combination of subjects from said subjects on the list
(7) of subjects to be elected at said polling equipment (20) of said individual voter
{Vn), by inputting said unique personal key (Kp) of said voter (Vn) and said unique
subject combination code for said one elected combination of subjects into said
polling equipment (20);

- generating a virtual ballot form (27) on said polling equipment (20)
using\said tool (21) loaded into said polling equipment (20) of said voter (Vn),
wherein a unique voter identity code (VnPID) is calculated from said unique code
(EHID) for said election and said unique personal key (Kp) of said voter (Vn), wherein
a unique subject combination identity code is calculated from said subject
combination code for said one combination of subjects elected and said unique
personal key (Kp) of said voter (Vn),and wherein said calculated unique voter
identity code (VnPID) and the calculated unique subject combination identity code of
the combination of subjects elected by said voter (Vn) form part of said virtual ballot
form,

- forwarding said virtual ballot form (27) over said data network (2);

- receiving and collecting said virtual ballot form (27) forwarded by
said polling equipment (20); '

) verifying each collected virtual ballot form (27) with respect to its
presence in said reference election records (RnPotVote) of said voters (Vn);

- counting votes, and

- establishing an election result based on said counted votes,
further comprising ‘

a step for validating votes from said virtual ballot forms (27) having been received

and collected before the closing of the election and having been verified for their
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presence in said reference election records (RnPotVote) of said voters (Vn), wherein
the votes are validated after the closing of the election, in such way that, if a set of
two or more virtual ballot forms (27) associated with an identical unique voter
identity code (VnPID) is collected, one virtual ballot form/(27) of said set is validated
as one valid vote of said voter (Vn) and the remaining virtual ballot forms (27} of said
set are marked duplicate, provided that said virtual ballot forms (27) of said set are
identical as to said one combination of subjects elected by said voter (Vn), otberwise
all virtual ballot forms (‘-27) of said set are marked invalid. '

24, Method for electronic voting according to any of the claims 22 - 23,
further comprising the step of generating a receipt (VotRecCon) comprising a unique
receipt confirmation value (VotRecConCnt) in readable form indicating that a virtual
ballot form (27) forwarded over said data network (2} has been received, and
wherein said confirmation receipt value (VotRecConCnt) is delivered at said polling
equipment (20) of said voter (Vn).

25. Method for electronic voting according to any of the claims 22 - 24,
further comprising the step of publishing the list (34) of voters entitled to said
election, the list (7) of subjects to be elected in said election and said reference
election records (RnPotVote) for said individual voters (Vn), enabling public
inspection before the date of said election, and the step for providing entry means
for each individual voter (Vn) using said unique personal key (Kp) for inspection of
the reference election record (RnPotVote) for said individual voter (Vn).

26. Method for electronic voting according to any of the claims 22 - 25,
further comprising the step of publishing the election result comprising the record of
said valid votes as awarded for said collected virtual ballot forms (27) after been
submitted for verification and validation, enabling public inspection and the step for
providing entry means for each individual voter (Vn) using said unique personal key
(Kp) for inspectibn of the record of said vote for said virtual bailot form (27)
forwarded by said polling equipment (20) of said individual voter (Vn).

27. Method for electronic voting according to any of the claims 22 - 26,
further comprising the steps of generating and storing a reference service identity
code (ReSPID) for each individual voter (Vn) entitled to said election wherein said
reference service identity code (ReSPID) is calculated from a fixed part of said

unique personal key (Kp) of said voter (Vn) and information related to said election,

- and the step of keeping a status record for each individual voter (Vn) associated to
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said reference service identity code (ReSPID).

28, Methad for electronic voting accarding to any of the claims 22 - 27,
further comprising the step of generating a reference s‘erv_ice identity code {(ReSPID)
at said polling equipment (20) of said voter (Vn) wherein said service identity code
(ReSPID) for said voter (Vn)} is calculated from said first part of said unique voter
identity code of said voter (Vn) and information related to said election using said
tool (21) been loaded in said polling equipment (20) of said voter (Vn), and the Step
of forwarding said service identity code (ReSPID) to said means (13; 14) for
receiving and collecting said virtual ballot form (27).

29. Method for electronic voting according to any of the claims 22 - 24,
further comprising the step of receiving and collecting virtual ballot forms (27) other
than forwarded by said polling equipment (20) of a voter (Vn), such as physical
ballot forms forwarded by mail, and converting said physicél ballot forms into virtual
ballot forms (27) using automatic ballot form reading and conversion means.

30. Method for electronic voting according to claim 29, wherein the step
of validating is arranged in such way that if two or more virtual ballot forms (27)
associated with an identical unique voter identity code (VnPID) are collected and
said virtual ballot forms (27) are collectéd from means of different kinds having been
appointed differing values of priority, only the virtual ballot forms (27) collected from
the means with the higher value of priority are submitted for validation.

31. Method for electronic voting according to claim 30, wherein the step
of validating is arranged in such way that the means in which physical ballot forms
received by mail are converted into virtual hallot forms (27) are appointed the lower
value of priority.

32. Method for electronic voting according to any of the claims 22 - 31,
wherein said unique reference identity code for each subject or each combination of
subjects to be elected, said unique reference voter identity code (RnPID) and said
reference election record (RNPotVote) for each individual voter (Vn) entitled to said
election are cryptographically generated and calculated.

33. Method for electronic voting according to claim 32, wherein said
uniqué reference identity codes and reference election records (RnPotVote) are
generated and calculated for symmetric encryption.

34. Method for electronic voting according to any of the claims 22 - 33,

wherein said steps of generating said unique personal key (Kp) for each individual
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voter (Vn) entitled to said election, said unique reference voter identity code (RnPID)
for each individual voter (Vn), said unique reference identity code for each subject or
each combination of subjects to be elected, said reference election record
(RnPotVote) for each individual voter (Vn) entitied to said election, and said steps of
verifying said collected virtual batiot form (27) of an individual voter (Vn) with respect
to its presence in said reference election record (RnPotVote) of said voter (Vn),
validating said collected virtual'ballot forms (27), counting votes and establishing
said election-result are performéd under the supervision of an election authority.

35. Method for electronic voting according to any of the claims 22 - 34,
wherein said step of communicating said unique personal key (Kp) to each individual
voter (Vn) entitled to said election comprises at least one of a group of steps
including electronically storing said unique personal key (Kp) in a chip card of said
voter (Vn), communicating said unique personal key (Kp) to said voter (Vn) by a data
network such as the Internet or a fixed and/or maobile data communication network
including a Short Message Service, and providing said unique personal key (Kp) in a
humén and/or machine readable form on a hard copy, such as a text message on
paper, for communicating by mail to said voter (Vn).

36.  Method for electronic voting according claim 35, wherein said hard
copy is suitable to be cast as a physical ballot form comprising said subjects or said
combinations of subjects to be elected by said voter (Vn).

37. Method for electronic voting according to any of the claims 22 - 36,
wherein a reserve-liist of a limited number of unique reserve keys is generated and
said reference election record is generated to comprise virtual ballot forms (27) for
said number of unique reserve keys, and wherein a reserve key of said reserve-list
is issued to a voter who applies for a fresh unique key replacing said unique
personal key (Kp) initially appointed to said voter, wherein said reserve key is
appointed to said voter after said initially appointed unique personal key (Kp) and
said corresponding reference election record (RnPotVote) are withdrawn, and
wherein said issue of said reserve key and said withdrawal of said initially appointed
unique personal key (Kp) are taken into account for the verification of the validity of
collected virtual ballot forms (27).

38. Method for electronic voting according to any of the claims 22 - 37,
wherein said polling equipment (20) comprises at least one of a group including a

personal computer and fixed and mobile data communication equipment arranged
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for providing access to said data network (2) using browser software, and wherein
said tool (21) is loaded automatically into said polling equipment (20) from said data
network {2).

39. Method for electronic voting according to claim 38, wherein said
data network (2) comprises the Internet and said polling equipment (20) comprises a
personal computer operatively connected to the Internet, wherein said tool (21) is
foaded into said person‘al computer by means of a Java applet included in a
web-page to be selected by a voter (Vn) for participating in said election.

40. Method for electronic voting according to claim 39, wherein said

polling equipment (20) comprises GSM communication equipment having a

SIM-card and wherein said tool (21) is loaded in said SIM-card of said
communication equipment for participating in said election by a voter (Vn) using said
communication equipment.

41. Computer program product, comprising program code means stored
on a computer readable medium, for performing the or part of the steps according to
any of claims 22 - 40, if loaded into an internal wbrking memory of said computer
and operated by said computer.

42, Computer program product, comprising program code means stored
on a computer readable medium, arranged as a tool for loading into a computer
program running on a computer controlied polling equipment (20) for performing the
steps according to any of the claims 22, 28 and 37 - 40 if loaded into an internal
working memory of said computer and operated by said computer.
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Geachte heer Bouwman,
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