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POST /server HTTP/1.1 
Host: stem.surfnet.nl 
User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US;  rv:1.8.1.14) 
Gecko/20080419 Ubuntu/8.04 (hardy) Firefox/2.0.0.14  
Accept: � text/xml,application/xml,application/xhtml+xml,text /html;q=0.9,text/pla
in;q=0.8,image/png,*/*;q=0.5 
Accept-Language: en-us,en;q=0.5 
Accept-Encoding: gzip,deflate 
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7 
Keep-Alive: 300 
Connection: keep-alive 
Referer: https://stem.surfnet.nl/server 
Content-Type: application/x-www-form-urlencoded 
Content-Length: 694 
 
pageid=A025&elid=8001&actionreq=stop&language=NL&se ssiondata=aWdub3Jlc3RhdHVzP
WZhbHNlJnJlc3BpZD1mY2QxNDRmNTUwNDFhZTU3N2RmYmI1YThkNTI2MTc1YyY%3D&text_group=S
electeer+de+lijst+van+uw+voorkeur+of+selecteer+%27b lanco+stem%27%3Cbr%3E+en+kl
ik+op+%27Verder%27.%3Cbr%3E+&text_candidate=Maak+uw +keuze+en+klik+op+%27Verder
%27.&text_group_infomsg=Er+zijn+nog+meer+lijsten%2C %3Cbr%2F%3E+klik+op+de+scro
llbar+--%3E&text_candidate_infomsg=Er+zijn+nog+meer +kandidaten%2C%3Cbr%2F%3E+k
lik+op+de+scrollbar+--%3E%3Cbr%3E%3Cbr%3E&text_back button=Wijzigen&radio_group
=8001000103%3A03%3AWater+Ja%2C+natuurlijk &candidate=8001000103%3A03%3A Water+Ja
%2C+natuurlijk%3A800100010303%3ALeliveld%2C+K.L.N.+ %28M%29%3AVinkeveen 
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#include <stdio.h> 
#include <string.h> 
#include <stdlib.h> 
#include <unistd.h> 
#include <openssl/des.h> 
#include <openssl/mdc2.h> 
 
int main() 
{ 
 int i = 0; 
 int j = 0; 
 DES_cblock key = { 0, 0, 0, 0, 0, 0, 0, 0 } ; 
 const_DES_cblock static_iv = { 0, 0, 0, 0, 0, 0, 0 , 0 } ; 
 DES_cblock mac; 
 DES_key_schedule schedule; 
 MDC2_CTX mdc2_context; 
 unsigned char hash[MDC2_DIGEST_LENGTH]; 
 char *message = "80011201"; 
 const size_t message_len = strlen(message); 
 
 while (j < 1000000) { 
  DES_set_key_unchecked(&key, &schedule); 
 
  DES_cbc_cksum((unsigned char *) message, &mac, me ssage_len, 

    &schedule, &static_iv); 
 
  MDC2_Init(&mdc2_context); 
  MDC2_Update(&mdc2_context, mac, sizeof(mac)); 
  MDC2_Final(hash, &mdc2_context); 
 
  /* Increase the DES key, but skip the LSB from ea ch byte */ 
  for (i = 0; i < 8; ++i) { 
   key[i] += 2; 
   if (key[i] != 0) break; 
   if (i == 7) exit(0); 
  } 
  ++j; 
 } 
 
 return 0; 
} 
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